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[PROBLEM TO BE SOLVED BY THE INVENTION] ' ^ 

The conventional technique has disadvantages. 
Assuming that private communication have already been 
performed between terminals, if a new logic path is 
generated to perform private communication, it is 
necessary to perform authentication between the terminals 
again, and the overhead is large. Further, assuming that 
a certificate is used for authentication between the 
terminals, when private communication is performed after 
finishing authentication between the terminals and sharing 
of a secret key, and establishing a communication path, if 
an additional communication path is newly established for 
performing private communication, the following problem 
occurs . 

Specifically, it happens that when the certificates 
were exchanged between the terminals for establishing the 
communication path for the previous private communication, 
the opponent's certificate was valid, but when 
authentication between the terminals is performed for the 
communication path to establish the new private 
communication, the opponent's certificate has expired. 
Therefore, even if the terminals performing the private 
communication are not changed, a status discrepancy 
problem occurs, i.e., the communication path for the 
previous communication is valid, and the communication 
path for the new communication has expired. 
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[0006] 

The present invention has been made to solve the 
problem, and an object of the present invention is to 
provide a method of authentication and key sharing for 
suitable private communication when a digital transmission 
path is used, and data information is transmitted. 
[0007] 

[MEANS FOR SOLVING THE PROBLEM] 

In the present invention, each of terminal. devices 
stores a certificate as information for certifying that 
the terminal device itself is a legitimate device. The 
certificate comprises digital information including an 
identification name of the terminal and a public key in a 
public key cryptosystem of the terminal, and the digital 
information has been digitally signed using a private key 
in a public key cryptosystem of a certification 
organization. When private communication is performed 
between terminal devices each storing the certificate, the. 
terminal devices perform the following process. Firstly, 
the certificates of the terminal devices are exchanged for 
authenticating that the opponent terminal is a legitimate 
device. Then, a secret key in a secret key cryptosystem 
used for encryption/decryption of the content of 
communication data is shared using the public key 
cryptosystem. The shared secret key for communication is 
used to perform private communication. 
[0008] 
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It is assumed that a terminal . device Ti and a 
terminal device Tj perform private communication. 
Firstly, the terminal devices Ti, Tj establish a 
communication path for authenticating each other, and 
exchange certificates Ci, Cj certifying the terminal 
devices Ti, T j , and verify the exchanged certificates Ci, 
C j . Thus, each of the terminal devices Ti, Tj confirms 
that the opponent is legitimate, and the communication 
path established for authentication is legitimate. 
[0009] 

Next, a communication path for encryption/decryption 
of the content of communication data is established at a 
level above the communication path established for 
authentication. In order to share the secret key for 
encryption/decryption of the content of communication 
data, the terminal device Ti generates a random number 
Rkvi, and encrypts the random number Rkvi using a public 
key of the terminal device Tj extracted from the 
certificate Cj obtained at the time of authenticating the 
terminal device T j . The terminal device Ti further 
encrypts the encrypted data or the data obtained by 
hashing the encrypted data using the private key of the 
terminal device Ti for adding the digital signature data. 
The digital information containing the encrypted data and 
the digital signature data is transmitted to the terminal 
device T j . 
[0010] 
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When the terminal device Tj receives the digital 
information, the terminal device Ti decrypts the digital 
data of the random number Rkvi encrypted using the public 
key of the terminal device Tj in the received digital 
5 information, using the private key of the terminal device 

Tj to obtain a value of the random number Rkvi. Further, 
the terminal device Tj decrypts the digital signature data 
using the public key of the terminal device Ti extracted 
from the certificate Ci obtained at the time of 
10 authenticating the terminal device Ti, and compares the 

decrypted digital data with the digital data of the random 
number Rkvi encrypted using the public key of the terminal 
device Tj . If these digital data are the same, the 
terminal device Tj determines that the received digital 
15 information is legitimate, and the terminal, device Tj 

confirms that the digital information is the secret key 
information sent from the terminal device Ti. Then, the 
terminal device Tj generates the random number Rkvi and 
performs an XOR operation using the random number Rkvj and 
20 the decrypted random number Rkvi, and determines the 

result of the operation as a secret key for communication 
in the secret key cryptosystem and the other necessary 
data (initial value) . Further, the terminal device Tj 
encrypts the random ' number Rkvj using the public key of 
25 the terminal Ti extracted from the certificate obtained at 

the time of authenticating the terminal. Ti, and encrypts 
the encrypted data or the data obtained by hashing the 
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encrypted data using the private key of the terminal 
device Tj for adding the digital signature data. The 
digital information containing the encrypted data and the 
digital signature data is transmitted to the terminal 
device Ti . 
[0011] 

When the terminal device Ti receives the digital 
information, the terminal device Ti decrypts the digital 
data of the random number Rkvj encrypted using the public 
key of the terminal device Ti in the received digital 
information, using the private key of the terminal device 
Ti to obtain a value of the random number Rkvj . Further, 
the terminal device Tj decrypts the digital signature data 
using the public key of the terminal device Tj extracted 
from the certificate Cj obtained at the time of 
authenticating the terminal device T j , and compares the 
decrypted digital data with the digital data of the random 
number Rkvj encrypted using the public key of the terminal 
device Tj . If these digital data are the same, the 
terminal device Tj determines that the received digital 
information is legitimate, and the terminal device Tj 
confirms that the digital information is the secret key 
information sent from the terminal device Tj . Then, the 
terminal device Ti generates, the random number Rkvi and 
performs an XOR operation using the previously generated 
random number Rkvi and the random number Rkvj , and 
determines the result of the operation as a secret key for 
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communication in the secret key cryptosystem and the other 
necessary data (initial value) . 
[0012] 

Thus, the terminal device Ti and the terminal device 
5 Tj share the secret key and other data (initial value) 

used for encryption of the same communication data 
content, and use the shared key and other data for 
encryption and decryption of the content of communication 
data in the secret key cryptosystem. 

10 [0013] 

Further, in the present invention, a plurality of 
communication paths for encryption/decryption of the 
content of communication data are established at the level 
above the communication path established for 

15 authentication. When private communication is performed 

using the communication paths for encryption/decryption of 
the content of the respective items of communication data, 
the secret key is shared in each of the communication 
paths for encryption/decryption of the content of 

20 communication data. Thus, it is possible to perform 

private communication through a plurality of communication 
paths using various secret keys, which are established on 
one communication path for authentication. 
[0014] 

25 Further, in the present invention, if at least one 

communication path for encryption/decryption of the 
content of communication data is established at the level 
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above the communication path for authentication, when a 
communication path for encryption/decryption of the 
content of new communication data is established on the 
communication path for authentication, information of the 
certificate of the previously established authentication 
path is used as information of the certificate for sharing 
a new secret key and the other data which are newly 
required for private communication. 
[0015] 

Further, in the present invention, at the time of 
finishing private communication, when all the 
communication paths for encryption/decryption of the 
content of communication data established on the 
communication path for authentication are closed, the 
information on the communication path for authentication 
is closed. 
[0016] 

[EMBODIMENET] 

Hereinafter, an embodiment of the present invention 
will be described with reference to the drawings. In the 
description of the embodiment, ISDN is used as a digital 
transmission path. Alternatively, it is a matter of 
course that the present invention is applicable to digital 
transmission paths other than ISDN. 
[0017] 

FIG. 1 is a block diagram showing an embodiment of a 
communication system to which a private communication 



Japanese Patent Publication No. 9-74408 



method according to the present invention is applied. In 
FIG. 1, a switching device 10 accommodates a plurality of 
ISDN basic interface subscriber lines. The terminal 
devices 20, 30 are connected to the ISDN basic interface 
subscriber lines. Each of the terminal devices includes a 
terminal control unit 110, an encryption processing unit 
120, and a communication data processing unit 130. The 
terminal control unit 110 performs network control of 
layers 1 to 3 for the ISDN subscriber lines and upper 
layers, i.e., a layer 4 and higher. The encryption 
processing unit 120 performs the authentication process 
and the key sharing process between the terminals. The 
communication data processing unit 130 performs private 
communication using the shared secret key. Further, the 
terminal devices 20, 30 are connected to a certification 
organization 40. Each of the terminal devices 20, 30 
receives a digitally signed cert if icate issued by the 
certification organization 40 for the digital information 
comprising the identification name of the terminal device 
and the public key of the terminal device. If the users 
directly go to the certification organization 40 to 
receive the certificate, connections between the terminal 
devices 20, 30 and the certification organization 40 may 
be omitted. In the following description, the terminal 
device 20 is denoted by Ti, and the terminal device 30 is 
denoted by T j . 
[0018] 
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FIG- 2 is an example of signs used in the embodiment 
of the present invention. As for the signs for the 
terminal Tj , the alphabet "i" in FIG. 2 can be substituted 
with the alphabet "j". 
[0019] 

FIG. 3 is an example of a certificate generated by 
the certification organization 40. For example, the 
certificate Ci of the terminal Ti includes the length CDL 
of the certificate, an identification name Ti of the 
terminal device, a public key Pki in the public key 
cryptosystem of the terminal Ti, and a code E[Sca] 
(H (Ti I I Pki) ) . The information obtained by combining the 
identification name Ti and the public key Pki is hashed 
using one way data compression function H, and the value 
is encrypted using a private key Sea in the public key 
cryptosystem of the certification organization 40 to 
produce the code E[Sca] (H (Ti | | Pki ) ) . That is, the 
certificate Ci is the digitally signed data. Typically, 
the RSA cryptosystem (see document [6] : "PKCS#1 RSA 
Encryption Standard, Version 1.5, RSA data security Inc. 
1993", for details) is an example of the public key 
cryptosystem, and the DES cryptosystem (see document [7] : 
"FIPS Publication 46-1: Data Encryption Standard, National 
Bureau of Standards, 1988" for details) is an example of 
the secret key cryptosystem. Further, MD2 (document [8] : 
"RCF1319: The MD2 Message-Digest Algorithm., B. Kaliski., 
1992", for details) and MDS5 (document [9]: "RFC1321 The 



Japanese Patent Publication No. 9-74408 



MD5 Message Digest Algorithm., B. Kaliski., 1992", for 
details) are examples of the hash function. It is a 
matter course that the present invention is applicable to 
other public key cryptosystems , secret key cryptosystems, 
and hush functions. 
[0020] 

At the time of terminal installation, the terminal 20 
(terminal Ti) generates the public key Pki and the private 
key Ski of the terminal, and sends the identification name 
Ti of the terminal and the public key Pki to the 
certification organization 40 for receiving the 
certificate Ci issued by the certification organization 
40. The terminal 20 (terminal Ti) sets the private key 
Ski of the terminal, the certificate Ci shown in FIG. 2, 
and the public key Pea of the certification organization 
40 in the encryption processing unit 120. Likewise, the 
terminal 30 (terminal T j ) sets the private key Skj of the 
terminal, the certificate C j , and the public key Pea of 
the certification organization 40 in the encryption 
processing unit 120. 
[0021] 

When the terminal 20 (Ti) and the terminal 30 (Tj) 
. perform private communication, firstly, the certificates 
Ci, Cj of these terminals are exchanged to determine that 
the opponent is legitimate. Then, the secret key in the 
private key cryptosystem used for encryption/decryption of 
the content of communication data is shared using the 
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public key cryptosystem, and the shared private key is 
used to perform private communication. 
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ves.tk r kv j $4i5R t i (D&VLmizjfsim Ltzuwmfr*®. 
ytbufcii^Tiro/^^'j altera L-cBt-^-ib-t a 
t £ tic Btt^ftT— * Sfcli^Bt-^^bT 1 -^ S/w 

[001 1] = ©^*$?*;i/flWR*««Lfc«ll**«T 

^gllcj: yBt-^b£4xfcSU&Rkvj<©^-i- v^JU^-$ 

— s» sniftBB t j a>eBB*i=vw l fcunt c j *\ e>is 
yaiLfcJS^ssTjro/^^'j •y^s^ffifflLta^- 
l, tta^Lfc-x-fi?*^— *fc«rE«s*ss«Tja> 

A:?'J -vf@l-.fc yBg-§-(b* ^fcSLSfeRkvjO^r S?* 
Jlr- *fcttttU *Llt*tl*iEL<*i*«TjJ:y 

tTili. 5felc^jSLfcSL»Rkvii:, SLttRkvJfcTM* 

ST?ffi«-r-5fctf)(DlBSSi<!:-€-05<te<O!65'^'5:-T : — * (V) 
SHfi) it*. 

[0012] c*ul=«ky. i*j|att«TifcilMsS*Tj 

I*. mMC§|L^a«^— SOT^CDflg-^blzteffl-r-S 

«*Bi:-ta>tt«>T— # (ttJBfll) fc#*U c^t>co 

[0 0 13] *|gBJ-CI*, afllT— 5«<7)F«?Sa)Bt 

-5|-lb/m-s§-a>a<iB&i4. ^SE<Dfctoicg8lSLfcatl^<7) 

— * a>ngaitt*<b/{k*0fettaattKTiMBa£ a 

urisiaroamBr-wiia^SA^Rr^i: 

[001 4] ^t>(c JfcfBBJlTMi. iifi^— -StcDrt^O) 

Bt-^-fb/^ofctooasss^, wm.<Dtztb<»mm&<» 
afliK±i=*r n^afiT— ■ 9 (Dtomomtkit/^atz 



[0015] *fBia"ci*. «jtsa<i^*5T-rs 

tZit. &U<»tztb<DmmS&±lzffli&£*ltz£:X<DftlE 

?—$o)pq<§.G>mmt/m^<Dtztb<Dmm&tfmwL.zix 

[0 0 1 6] 

immmi hit. mw& ! &mL-c&mm<D— nmm£& 

LT I S DN^fflL^-SA^ ^JSis I S D N fcl*1>fl>Tr-r i? 

[001 7] 011*. ^fgwojassafi^^A^ffl*^. 

-sa«'>x^A<7>-sis£0ij^*-r^p-yf lax-fef). m 

1 iCfe^T. SJA&B 1 0 liffiSKD ISDN tt*<f 
71- ^JiDA#Illja^JlS#UTL^-5<, 4ai*£B20. 3 

0 l£gg I S D Nl^-f 7 i— xflnA#@J&i-}S^$ 
+irt>i>o #iS3SSSi*. i s DN*pA#la]^a>u-f -f 

1 ~u>f ^3iMiWfc<fctfu^A'4;^£±0)Ji{iWA'a> 

BH»a^«**«ya*tT3«<Mtta»i 20. 
fcweasttfflLTWBawtfTaaaT— *«3a»i 

3 0fr&fltj£&rVCl*«. 4ffi3|5^S2 0, 3 OttK^« 

«r«na**ufcT-f s?*iH»*Ri=»L. ^ISffiEB^^jg4 
OOZf^-i^-— h&(c«fcy^s;$;uS£$;li.fcliEB.HS 

O, 3 0&EEn«Hn4 0Ha>ttfll«*K-?#«. JSLTTf 

1*. ai3S^fi2o^Ti. as3fe^g3 Tjt-r-So 
[001 8] @2(c, *iiJ6wro!ttB^-e^ffl-r-5ia#<D 

05 r i j ^ r j j dS^ff *.*u;f«fci.\, 

[0 0 1 9] 0 3 I*. HBJ«li4OA<^J?E-r€>IIB^«05 

ODt. HBBScDJi^F CDLt, 4i*^BO>lti5tJ* T i 

it. »TitPki**t*LfcflMSI-»Lr-*P>ltt«)T 
->EWHkH-e/\7 5'iU -5-<75fiI^S^liEBJ^H4 
0(D-aia@Bt-§-^iecO^' J 7'f hMScaT-Bt^bLfc 
Bt-§-^CE[Sca] (H (T i || Pki)). -T&fr*). f-fv$ 

li, Xft [6] : rpKCS#1 RSA Encryption 
Standard, Version!. 5, RSA DataSecurity I 
nc. 1 9 93J tfitM* ®mmfett&£LT 

14, DES7?it (P$ffll*s X» [7] : r F I PS Pu 
blication 46-1 : Data Encrypt ion Standard, N 
ational Bureau of Standards. 1 9 8 8J 2r#88) 
&&&o 'Wisi-m&t LTI4. MD2 (l¥«ffl 



(5) 
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it. ASK [8] : TRFC1319: The MD2 Mes 
sage- D igest Algorithm. . B. Kaliski., 199 
2 J *#HB) *MDS5 (fiMOtt* £3* [9] : r RF 
CI 32 1 : TheMD 5 Message- D igest Algorith 
m. f B. Kaliski., 1 99 2J <Pif*<**o 

[0 0 2 0] 4S^tftSB*(C AH3MS1E2 0 («*Ti) 

t^rt-rftttt-ic, »«t*a>»3Sd*Tii/<^'j^^ 

@Pki £SEBJ3«flS 4 0 [rJ£oTliE0J3»C iiD#6*T(D» 

U EMJHIBI4 0<D/<^'j"^^«PcaSlli#ffla»1 2 
OlCfS^-TSo ^813 0 (***Tj> T* 

[002 1] SS^S20 (Ti) tS^gi3 0 (T 
j) 3WWBa«tff5 4:*. #4H*J&<fiM*-r«fiE 
l!B»CU cj£«SlcX»LTffi*J&<iELL*Cfc*RE 

to <dim£ ti «#*5t i c js it -s s ^ 

[0 0 2 2] SJtol^. B4£ffil*T**ffiS<DBlE*lllS 

?*«Pca£«#U iS^TjT?t^^S^(DSkj. Cj 
fc<fctfEIH««a>Pca£«#LTl*4o 
[0023] (D 4g^Tif*aSfcRi^±i?£L. 4g^Tj 

icci II RifcaMW*. 

© ag^Tjia. »«LfcKW»ci*iaTCDiiyfz** 

L, iELl^Ct^fit^toSo 

a. SiiLf-Ci*(DT i, Pkjj^6>H(Ti || Pki)£ft 

b. S«LfcCicfCD^>r 5/$UL*B-7*— *fr6E[Pc 
a](E[Sca]H(Ti || Pki)) ttf-JTU H(Ti II Pki)£ 

S«LfclIEW»Cil*IELl*i*B'*"fto fits 

[00 2 4]® **Tjl4a*RjS£j*L. i 
l=Cj II Rj*aMW«. 

a. gilLfcCj^OTj. Pkj^&H (Tj || Pkj)£tt 

b. SffitLfcCj^OT-r-f SJiUHHaT— $frC>E[Pc 
a](E[Sca]H(Tj || Pkj))^tt»L. H(Tj|| Pkj)£ 



f5. 

c. ±ffia £ ba>tt!Ftt*<«Ll**tt£U »Ll*«t 

&s g{ILfcSEB.SSCjl*IELOi:«iS-r£. tut. 
jELl^tJ«B**i.fc&<f, WtLfcIiE«»Cj«M*-*- 

4 o 

[0025]© 4S5|5Tjliag5l5T ilc, Rj. Ri, Ti 
(D?Xf-$ t-f-OBB^bT— S»£f£^LfcRj II Ri II 
T i || E [Skj] (R j II R i II T i) 

JiSfcT jA<IELl^.i: £5t 

a. JMiLfcBWbT— >3^&E[Pkj](E[Skj](Rj 
II Ri II Ti)£ft»Ls RJll Ri II Ti*»*. 

b. ftfiLfcT*^— *»Rj II Ri II Tit» ±Ea-C 
WfcRjll Ri II Tiir^itK-T-So «Ll7*U£\ $S3fcTj 
A^IELl^ffilS-r-So 

[002 6]© **Tili*3KTjl=. Ri. Rj. Tj 
(DW-Sz^r—Z t *0>tfemt"r—* Lfc R i II R j II 

Tj|| E[Ski](Ri || Rj II Tj) 

® assfcTjii. saLfciMBSsiTaayiciftSL. 

JgSfc T i *<IE L U C <t rf^tf) -5 . 

a. S«LfcBg-§-(bT— *J^S>E[Pki] (E[Ski] (Ri 
II Rj|| Tj)Stt»L. Ri II Rj II Tj£#£o 

b. SmLfcSF*:-?— S^ttRi II Rj II Tj<ts JtfBa 
•C^fcRi II Rj II Tj££tfcgc-r-5o *Llf*U*\ 
TiA<IELI^<!:Ji^-f -5. 

[0 0 2 7] SKIC. HS&flll^'C* jHi"T— * <DI*]$a> 

Bg^b/«#<D fc J&dttFfl-*- -5 t *«>«&a>*KT 

— $ (*o#ifi&) <o*^iiir=r3L^rBiw-r*. cospt 
■ci*, t i i*^KJffi*<DliB^# c i icfln*.T*g#ai3fc 

Tj<DfiEB.B§Cj£#*#L, f^«lcJg5|£TjT*t^S* 
<D C j IcAD*. T*S#-a$;fc T i 0> C j £&f# L X I * * „ 

[0028]© ag3ST iliaSfeRkvi^^fiEL. SS3ST 
jlCRkvitDHt-^-lb-x— ^ t*©f-f is* JUm&T— $ 
^LfcE[Pkj] (Rkvi) || E[Ski](H(E[Pkj](Rkv 
i)))*a«r*. 

© iai5|5Tjl*, g<MLfc4iMB£J*rF(Z>»yic&2L 

a. *«LfcT-f 5?*iU»*T— f 4»6E[Pki](E[S 
ki](H(E[Pkj](Rkvi))))ttWU, H(E[Pkj](Rk 
vi)))*»*. 

b. g^ILfcag-f-fb^— ^ *^&H (E[Pkj] (Rkvi)) £ 
. tt-»L. ±IBa t?»fcH(E[Pkj](Rkvi)) ttb^L, 

S = 

c. E [Skj] (E[Pkj] (Rkvi)) ett*U Rkvi$# 

d. SLSfcRkvj^^fiR-TSo tLT, ±S3c Lfc 
SL» Rkv i t ±tiL Lfcatfe Rkv j t -C*ft!2B«lif 3*0 1: & 

y, •e<iT<Dffiyi= j 7 J — ^Bt-^-ib/a-^ftDEKs, ngftj 



(6) 
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fit I Vs££j£-r-5. 

DEKs: RkvitRkvjro^fteMliSfP'r— $<D±.®-& 
IVs : Rkvi tRkvjO^teMliSfQ-T 1 — 5>0>T(4 8 

e . DEKst i vs^siet— zmmzn 3 o^tasrr 

[0029]® ffi^Tjttffi^T RkvjCDHg^b 
T—$t*<D?<< y^^f«f-^ £IS^LfcE[Pki] 
(Rkvj) || E[Skj](H(E[Pki](Rkvj))) 

a. SfLfcf^ v^;UW*^-^^bE[Pkj](E[S 
kj](H(E[Pki](Rkvj)))) £f+*L. H(E[Pki](R 
kvj)) £-fi<5o 

b. aiBLfcS-^lb-T— ***&H (E[Pki] (Rkvj)) £ 
f+#L. ±Ea-e«-S-LfcH(E[Pki](Rkvj)) <httK 

c. E[Ski] (E[Pki] (Rkvj)) Rkvj£» 

d. ±Ec-C«#Lfca«Rkvjfc*lc4ritLfcSL*Rk 

DEKs: RkvitRkvjCDftfl&MIftSfDT— *<D±ffi8 
i vs : RkviiRkvj^ilMteMliaaffi-x— *0)Ttt8 

e. DEKsi: I VstaflH*— *««H 3 0-v|S^-r 

-So 

[0 0 3 0] Jitf£. S^Tit^^Tjl*. **LfcB§# 

fflLTJUt^r— $OTBfHI-'fb/tt#£i7 ; 5o 0>J*.|-)*> 4S3fc 
TijWBflMH* 4B5*TjA<g«fli]CD«^. Si*Til*2pS: 
(ffiil-x— 50 p E Ks. I Vst?^S®B& 

#^lC«fcyBt^bL-fcBg^-Xe [DEKs, I Vs](p) 

tii:<DEKs, I Vs-C^@Bg-^^lc«fey d [D 
E Ks, IVs](e(DEKs, IVs](p)) ZftULX* 

[0 03 1] i^ic. EKOTlSHOTfciftroJlfiS&fcktfl:: 
EISCDilflS&A'HI-ffijlU 4g*Tii:aas5STjfl)ra-ea 
^T-*0)rt^(Z>Bt^b/ffi^£ftoT^-5.fc£l:-.. PI 

Ol^T. E16lCcfcyittB^-r-l)o 4B*Ti<f&t/l=Tjl4. 
SLM-SIiELfc ; tB¥■^*(DljE^ : l : Cjfc■5L^liCi (JUT 
T'l*. c£&*rf-S) ic*n^.T. ma>tztoo>a.Mifi 
E (D fiffi * t fit iL £ *l X I * -5 fr£ * -t -h -t7 > $ 7 5 y F I g 



jfc-6lW*Figi (JiLTT-l*. Flg-ClBfWS) 

r^i.o ®mft&X'[tt>'5^$ y f \g. mwmct 

ff7f=tf)l=s ^(D^^^^^^yFlgtEBj^c^ 
[0 0 3 2] ^iSiHIO)il*A<f§^Lfct^, 48*1**1 

JsUub^SfraS"**- F I g**U £: o =i -t£ n lU-t-Cfcl^fc 
Flg*<-tfaJjl±T-=t. ^fcLTl^HES 

ltIIBO)lll 4 i: El 5 (D^llS^Hfr LTii^ffiSCD^lIi: j! 
f|f-5 <7>W§a>Bf^b/*g^£fr? fc&Wli^^fr 
«*li»ff £*T?o 06 (a) liCti^L*:^© 

C<7)i:#. F I g<7)P*3St*1 JHllC-r ■Static . ig 

[0 0 3 3] -7j\ Srfc[=*bgJi«<D^3}£A<#§^Lfci: 
^SLfcFlgA<1fPJa±-r?^o. 8HiiI{g£fr?*S 
^<DlEBj5Sc£BE(::&J#LTl^-i>&'=>. F Ig05 

1 m&-rz>t t*>\z^ m3x-m±Ltzmm<Dtzist) 

^fSii^— ■5»©Bg^b/(I-§-<75fc«)CD®{i^$5t2i-r'5 

-Cl^-5HBJ!S£teJfiU «5t5fi5<0®rfc'SIIBJSli<D^ 
l^ttSI^L^EL^o 06 (b) (*;:;h.£^LTl^5o 

[0034] ^o.fcdic-r^ctic.fey^ s*is-ei 

[0 0 3 5] «Jifffi«$!i!|7-r*^I^OLNTl5i 
K-r^o %&KiHI£*ST-r£>i:£l*. ^OTM^Ict to* 
S-ra^i^Kiift-x— ^<DP«5^<»ag^-'lb/«#a)fc 

7^F IglCifeL^s mtScLtzft^iMmzltiJ£i-& F \g<D 

iM*<7)HB^sc(DWg^*D^b -rstirt 
ir. ffl^ag5Ric«ij;-r*gHiSLT^-&iii4<7)i2iirofcto 
wii^iK^^is-r-s-'tT*. *o>wt%mmmT<Dtztb(D 

[0036] cro.fedi^-rscticfey , Ei4<75^iiro 



(7) 



4 4 0 8 



&Omm&& : Z<Dtt^X*ZZ><DT:^ ±IBC0. 0 4 (7)12 
[0037] 

EWta)a«f-*onsa>i»fc/fl[ 



a <7) - si !£ m & Tjk -r ^ □ v i h -e a * o 
[B3] *«wt?«ffl-r*iEM*a)— tiR-ra-c**. 

[0 4] **Wlc«k-6«**E0)BB#I«*ttW**fc 

[0 5] *«wic«fc*i»««***«i*Kw-r*fc«)<D 

[0 6] **WlCcfe*«rfcftlBBa«*#^**Lfc» 
ftOBIE/iBtfaft^MISKW-rSfc^B-Cfcfto 

1 o KttSIlt 

2 0, 3 0 floats 

4 o eeqmsh 

1 1 o m^umu 

1 2 0 »#fl:fli3» 

1 3 o fem^—zmm^ 



[01 ] 



[02] 



mm mm 



-4 0 



2 0 MKS&S (Ti) 
^ 



1 1 0 




I SDNtflA^tsIiSL 



1 0 



■130 





ft * 


Ti 




Ri , Rfcvi 




Sid 


asfcTi®:/^- MB 


Pki 




Sea 




Pea 




DEKs 




IVs 


W&t- # «Di#fSW>ii»ft l /»©fc»© 


e [D EKs, I Vs](p) 




d [DEKb, I Vb](c) 


^c^deks, vmmivs-emz 


E[Ski](p) 




ECPki](E[Ski](p) 


l»3tECSki](p> ftttPti^&NHMHgr 
J: V&^$mis*-&JkX 


11 (P) 




1 




Ci 





[03] 



CDL 



Ti 



Pki 



ECSca] (H(Ti || Pki)) 



(8) 



4408 



14] 



2 0 i&£Ti 



3 0 ^Tj 



Ski 
Ci 
Pea 



® 



<D Ci | Ri 



C j | Rj 



© RJ fl Ri | Ti fl ECSkj] (Rj | Ri | Ti) 



@ Ri B Sj I Tj D ESki](Ri | Rj D To) 







Skj 






Cj 






Pea 







[05] 

^ ^ 



2 0 ig*Ti 



3 0 SfcfcTj 








Skj 






Cj 






Pea 




ED 



[06] 



(a) 



Ski 

Ci 

Pea 



Flgjj 
Cj 



Ci I Ri 



Cj 1 Rj 



RjBRi|TilE[Skj](Sj H Ri | Ti) 



Ri II Rj B T j | E[Ski](Ri l| Rj | Tj) 



Skj 

Cj 

Pea 



Flgi 
Ci 



SB*Ti 



(b) 



S8*Tj 









ECPkJ](Kkvi3 |ECSkn{HCELPkjD(BJcvi») 








Ski 

Ci 
Pea 




, ;> 

ECFkO(ffltvj) |ECSkj](H(E[HiO0ikvj))) 


Skj 

Cj 

Pea 








Flgj 
Cj 








FUi 
Ci 









(si) int. ci. e musus* frtemmm^- fi ^mm^mm 

H 0 4 L 9/32 H O 4 L 9/00 6 O 1 E 

6 7 3 B 
6 7 5 A 



